[bookmark: _heading=h.asx1ddfkp42x]MR-008 COMPLIANCE CHECKLIST FOR DATA CONTROLLERS
[bookmark: _heading=h.ghwefgso99b7]If the elements below are validated, then the project is eligible for the MR-008 procedure for simplified access to the main database of the National Health Data System (SNDS)



	Completion instructions
· This checklist enables any data controller wishing to carry out a research project in the field of health to self-assess their compliance with the MR-008 simplified procedure developed by the CNIL.
· This grid is exhaustive: it contains all the requirements set out in the reference methodology. That is why it is crucial to be aware of all the characteristics of your research (purposes, data processed, personal data, security, etc.) before starting to fill in the grid.
· A ‘false’ box means that the research project does not meet the associated obligation and is therefore not compliant with the guidelines. In the event of a partially positive response, the data controller must consider the response to be negative. 
· The data controller is not concerned by this grid if the planned research does not meet the conditions of the scope of application presented in slides 3 and 4 of our toolkit.
· If, once the grid has been completed, it appears that:
· The research project complies with MR-008, then the data controller must produce a declaration of compliance with the CNIL in order to carry out the research and record the study in the Health Data Hub's public directory; 
· The research project does not comply with MR-008, then the data controller must request authorisation from the CNIL to carry out their research. Authorisation will only be granted if data processing methods provide sufficient protection of data subjects' personal data and if additional measures are implemented to compensate for any points of non-compliance with the MR.


[image: ][image: ]
[image: ][image: ]








	1. Definitions, data controllers concerned, scope and public interest

	1.2. Data controllers concerned

	
	YES 
	N/A
	NO
	Justify the 
non-compliance

	The implementation of the research project, study or evaluation in the field of health is necessary for the purposes of the legitimate interests pursued by the data controller within the meaning of Article 6, paragraph 1, (f) of the GDPR.  

	· Yes ☐

Compliance to be documented in point 1. Presentation of the project team and 2.3 Justification of the public interest of the scientific protocol


	
	No ☐
	

	The data controller is not one of the bodies mentioned in 1° of A and 1°, 2°, 3°, 5° and 6° of B of I of Article L. 612-2 of the Monetary and Financial Code and insurance intermediaries mentioned in Article L. 511-1 of the French Insurance Code
	· Yes ☐

	
	No ☐
	

	[bookmark: _heading=h.ciu5vljx9c0l]In the case of joint responsibility for processing, the data controllers have defined, in a transparent manner, their respective obligations in accordance with Article 26 of the GDPR.
	Yes ☐

Compliance to be documented 2.3 Justification of the public interest of the scientific protocol


	N/a ☐

If there is no joint responsibility


	No ☐
	

	1.3. Processing of personal data included in the scope of this methodology

	The purpose of the proposed data processing is to carry out research, studies or evaluations in the field of health.
	Yes ☐

Compliance to be documented 2.3 Justification of the public interest of the scientific protocol


	

	No ☐
	

	A request for an opinion, including the following documents, will be sent to the CESREES who will respond before the start of the data processing:
[bookmark: _heading=h.qufvl1nl1kw8]
· [bookmark: _heading=h.h28evaesnif0]a protocol that complies with the template provided by the Health Data Hub;
· [bookmark: _heading=h.78uz3tarfd5l]an expression of needs that complies with the template provided by the Health Data Hub
[bookmark: _heading=h.op9hfndptbtv]
	Yes ☐

Compliance to be documented in the scientific protocol and the expression of needs
	
	No ☐
	

	[bookmark: _heading=h.loqru43f1kxv]
	[bookmark: _heading=h.rmsrcuncb3t0]If CESREES issues an expressly favourable opinion, the data controller undertakes, if this opinion is accompanied by recommendations, to take them into account and to amend their documents accordingly, prior to beginning the processing operation.
[bookmark: _heading=h.aybz8g2ty7g9] 


[bookmark: _heading=h.butvj71ox6es]To obtain this opinion, a request must be submitted to the HDH single secretariat and must include the information listed in the MR-008 (§6.3).  
	Yes ☐

Compliance to be documented in point 3.6 Preparation of the scientific protocol data
	
	No ☐
	

	The data processed comes exclusively and directly from the CNAM. 
	Yes ☐

Compliance to be documented in point 3.6 Preparation of the scientific protocol data



	
	No ☐
	

	The data controller is a study office or contract research organization (LRBE) and has made a commitment to the CNIL to comply with the Decree of 17 July 2017 relating to the guidelines determining the criteria of confidentiality, expertise and independence for study offices and contract research organizations. 
	Yes ☐
Compliance to be documented in point 1. Presentation of the scientific protocol project team

	N/a ☐
	No ☐
	

	The data controller is not a study office or contract research organization (LRBE) but, to implement the study, it uses a study office or contract research organization that has made a commitment to the CNIL to comply with the Decree of 17 July 2017 relating to the guidelines determining the criteria of confidentiality, expertise and independence for study offices and contract research organizations.
	Yes ☐
	N/a ☐
	No ☐
	

	The data will be made available to the data controller or data processor in a controlled environment, as defined in point 1.1 (Definitions) and meeting the following cumulative conditions:
[bookmark: _heading=h.6sjbwhal2anh]
· [bookmark: _heading=h.9jw3a36gfhl5]has been approved in accordance with the security standard applicable to the SNDS. This approval, which must not have expired, must be regularly monitored and renewed within the time limits specified in the approval decision;
· [bookmark: _heading=h.1sdkbjz7i53k]has been assessed by the CNIL as part of a data processing operation that has been expressly authorised by the CNIL. This authorisation must be less than three years old;
· [bookmark: _heading=h.i6ipyexhfdvo]complies with Title V of the MR-008 ruling concerning data hosting methods and the absence of transfers outside the European Union. 

	Yes ☐

Compliance to be documented in point 3.6 Preparation of the scientific protocol data
	
	No ☐
	

	[bookmark: _heading=h.hvyaqqgw6aji]Unless they are a study office or contract research organization, data controllers do not have access to individual data in the main SNDS database. 
	Yes ☐

Compliance to be documented in point 3.6 Preparation of the scientific protocol data and the data controller’s DPIA

	
	No ☐
	

	[bookmark: _heading=h.z5ex8y1b217f]The data controller and, where applicable, the data processor, have each authorised user sign an individual commitment to comply with the conditions of use defined by the controlled environment. 
	Yes ☐

Compliance to be documented by the subcontracting agreement between the data controller and the subcontractor

	
	No ☐
	

	[bookmark: _heading=h.mamtk4df45pe]The data controller provides the controlled environment manager with a list - that can be updated - of the study offices or contract research organizations they work with.
	Yes ☐

Compliance to be documented by the subcontracting agreement between the data controller and the subcontractor

	
	No ☐
	

	1.4.  Public interest and prohibited purposes
[bookmark: _heading=h.khyoacszq209]

	[bookmark: _heading=h.906x3jtnfg46]The proposed data processing is in the public interest within the meaning of Article 66 of the Data Protection Act, and is justified by the data controller in the protocol, which will be sent to the HDH when it is recorded in the public directory. 
	Yes ☐

Compliance to be documented in point 2.3 Justification of the public interest of the scientific protocol 

	
	No ☐
	

	The main or secondary purpose or effect of the proposed data processing is not to enable one or more of the prohibited purposes described in Article L. 1461-1 V of the Public Health Code to be achieved.
1. the promotion of products mentioned in II of Article L. 5311-1 to healthcare professionals or healthcare institutions;
2. the exclusion of cover under insurance contracts and the modification of insurance contributions or premiums for an individual or a group of individuals presenting the same risk"
	Yes ☐
	
	No ☐
	

	2. Processing of data relating to individuals concerned by studies

	2.1.  Purpose of processing

	The proposed data processing is carried out for one of the following purposes:

· [bookmark: _heading=h.yudjt3i6e26k]comparative assessment of healthcare provision; 
· [bookmark: _heading=h.rdok3b2l2lth]changes in care practices; 
· [bookmark: _heading=h.ahzzg67xwjh8]comparative analyses of healthcare activities; 
· [bookmark: _heading=h.77cmysqvpgp7]description and analysis of pathologies and patient care pathways;
· [bookmark: _heading=h.9mvwa5gl1m2n]epidemiological and/or medico-economic studies, including studies to prepare cases for discussions and meetings with the competent authorities and committees, or studies for monitoring purposes; 
· [bookmark: _heading=h.92fi85ntklc8]feasibility studies or targeting of centres for carrying out research involving or not involving the human person. 
[bookmark: _heading=h.68tn3vw3afhf]This link to one of these purposes was justified in the protocol.
	Yes ☐

Compliance to be documented in point 2.3 Justification of the public interest of the scientific protocol
	
	No ☐
	

	2.2.  Origin and nature of the data

	2.2.1. Nature of personal data - For data subjects

	Only data from the main SNDS database, as defined in Article R. 1461-2 of the Public Health Code, will be processed as part of this study. The main database currently comprises:

· data from the information systems mentioned in Article L. 6113-7 of the Public Health Code (PMSI database);
· data from the French National Health Insurance Inter-Schemes Information System referred to in Article L. 161-28-1 of the Social Security Code (SNIIRAM database);
· data on the causes of death referred to in Article L. 2223-42 of the General Local Authorities Code (INSERM CépiDC database);
· medico-social data from the information system mentioned in Article L. 247- 2 of the French Social Action and Family Code (data relating to disability);
· data from the "Vaccin-Covid" and "SI-DEP" (screening information system) databases.
	Yes ☐

Compliance to be documented in point 3.4. Data sources in the scientific protocol and in the expression of needs
	
	No ☐
	

	The historical depth requested by the data controller is less than or equal to nine years in addition to the current year.
	Yes ☐

Compliance to be documented in point 3.4. Data sources in the scientific protocol and in the expression of needs

	
	No ☐
	

	The following must be justified in the protocol with regard to the purpose of the processing: the categories of data processed, the period for targeting data subjects, the components of the SNDS and the historical depth of the data consulted, the access duration, the geographical area and the number of data subjects.
	Yes ☐

Compliance to be documented in point 3. Methodology of the scientific protocol and in the expression of needs

	
	No ☐
	

	2.2.2. Nature of personal data - For users

	With regard to users, only the following categories of personal data are processed:

· surname, first name(s), job title, access profiles;
· if relevant:
· professional telephone, postal and/or electronic contact details, employer;
· training, qualifications;
· elements needed to evaluate the knowledge to carry out the study.
	Yes ☐

Compliance to be documented in point 3.5. Variables in the scientific protocol
	
	No ☐
	

	Users' data is processed for the sole purpose of carrying out the study and complying with the data controller's legal obligations. In particular, the purpose of the data processed is to manage declarations of interest, to send them to the HDH, where necessary, and to manage internal authorisation procedures.
	Yes ☐

Compliance to be documented in point 2.2 Justification of the public interest of the scientific protocol
	
	No ☐
	

	2.3. Those who access and receive processed data (users)

	The data is made available to the study office or contract research organization within a controlled environment. 
	Yes ☐

Compliance to be documented in point 4.2 Scientific protocol data medium 

	
	No ☐
	

	The data processor shall keep up-to-date and make available to the data controller documents specifying those responsible within the company for issuing authorisation to access data, the list of those authorised to access data, their respective access profiles and the procedures for granting, managing and checking authorisations.
	Yes ☐

Compliance to be documented in the data controller's DPIA

	
	No ☐
	

	Only those authorised by the data controller or, where applicable, by the data processor, have access to the data processed in accordance with their roles and under conditions that comply with the regulations. These categories of people are subject to professional secrecy under the conditions defined by Articles 226-13 and 226-14 of the French Criminal Code.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	The classification of authorised people and their access rights are regularly reassessed, in accordance with the procedures described in the authorisation procedure drawn up by the data controller or by the data processor.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	[bookmark: _heading=h.z0uatehxy09]2.4.  Information and rights of individuals concerned by the study

	The following measures have been implemented to ensure that information is made publicly available to data subjects:

· publication of the information note on the data controller’s website and, where applicable, the study office or contract research organization’s website;
· implementation of a transparency portal when the data controller carries out several studies using SNDS data. This transparency portal includes general information on the SNDS and a specific information note for each study carried out.

These documents contain all the information required by Article 14 of the GDPR.
	Yes ☐

Compliance to be documented in point 4.1. Respect for the rights of the individuals concerned in the scientific protocol and in the information note
	
	No ☐
	

	2.4.2. Exercising individual rights

	The data subject shall exercise their rights to access, rectify, remove, restrict and object processing carried out, directly with the data protection officer of the body responsible for data processing. 
	Yes ☐

Compliance to be documented in point 4.1. Respect for the rights of the individuals concerned in the scientific protocol and in the information note

	
	No ☐
	

	2.5. Data access and storage duration

	The access and storage duration is limited to that which is strictly necessary for data processing and does not exceed the duration of the study. In any event, this duration shall not exceed five years from the last time the data is made available. 
	Yes ☐

Compliance to be documented in point 4.1. Respect for the rights of the individuals concerned by the scientific protocol and the DPIA

	
	No ☐
	

	In the event of a request to extend access to data in the main SNDS database, involved in a study in progress which has already been the subject of an expressly favourable opinion from the CESREES, this duration will not exceed two years and will follow a reasoned request from the data controller, to be sent to the CESREES, which will issue a new opinion.
	Yes ☐
	N/a ☐
	No ☐
	

	No data is archived.
	Yes ☐

Compliance to be documented in point 4.1. Respect for the rights of the individuals concerned by the scientific protocol 

	
	No ☐
	

	Where applicable, only anonymous results, within the meaning of Article 29 Data Protection Working Party (G29) opinion no. 05/2014 or any subsequent EDPS opinion on anonymisation, are exported.
	Yes ☐

Compliance to be documented in point 4.1. Respect for the rights of the individuals concerned by the scientific protocol 

	
	No ☐
	

	The personal data of users responsible for carrying out the study will be deleted no later than five years after the end of the study. 
	Yes ☐

Compliance to be documented in point 4.1. Respect for the rights of the individuals concerned by the scientific protocol and the DPIA 

	
	No ☐
	

	2.6. Publication of results

	The presentation of the data processing results will under no circumstances allow direct or indirect identification of the individuals concerned.
	Yes ☐

Compliance to be documented in point 4.1. Respect for the rights of the individuals concerned by the scientific protocol and the DPIA


	N/a ☐
	No ☐
	

	3. Security (1)
(1) [bookmark: _heading=h.hkjha7p1lk34]The text specifies that the measures below are not exhaustive and will have to be completed depending on the risks weighing on the processing implemented.

	The security measures comply with the security standard applicable to the National Health Data System, provided for in the Decree of 22 March 2017 and subsequent updates (hereinafter "SNDS security standard").
	Yes ☐

Compliance to be documented in point 4. Confidentiality and security of the data
related to the protocol and the data controller’s DPIA

	
	No ☐
	

	When the data controller calls upon the services of a study office or contract research organization, the data controller must ensure that the agreement concluded with the study office or contract research organization specifies the security measures and conditions relating to compliance with the SNDS security standard. In particular, the controlled environment has been approved prior to the implementation of the data processing required for the study.
	Yes ☐

Compliance to be documented by the subcontracting agreement between the data controller and the subcontractor

	
	No ☐
	

	The division of roles and responsibilities between the data controller(s), the data processor and the manager of the controlled environment is set out in an agreement. The latter covers, in particular, awareness-raising among study users, trace monitoring, alert and incident management, and the management of anonymous data exports. This agreement complies with Article 28 of the GDPR.
	Yes ☐

Compliance to be documented by the subcontracting agreement between the data controller and the subcontractor

	
	No ☐
	

	Management of authorisations and logical access to data

	Different authorisation profiles are provided to manage access to data on an as-needed and exclusive basis.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Individuals authorised to access personal data are individually authorised according to a procedure involving validation by their supervisor.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Authorisations are reviewed regularly, at least annually, and at the end of each study.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Access permissions are withdrawn as soon as authorisations are withdrawn, for example after the departure of an authorised user or a change in their roles and responsibilities.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	User identification and authentication 

	Access to personal data is subject to local or national identification for any natural or legal person, in accordance with the requirements of level 2 of the PGSSI-S identification guidelines.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Access to personal data is subject to strong authentication involving at least two distinct authentication factors, in accordance with the requirements of level 2 of the PGSSI-S authentication guidelines. If one of these factors is a password, it must comply with the CNIL's recommendations on passwords on the date of drafting of this reference methodology (deliberation no. 2022-100 of 21 July 2022).
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Secure processing environment 

	Data from a study is only handled by authorised users in a secure processing environment specific to this study, which is sealed with data from the central SNDS and with the secure processing environments of other studies conducted in the same controlled environment.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Data sets imported into a secure processing environment specific to a study must be kept to a minimum and limited to only the data required for the study.  A unique number specific to each secure processing environment must be generated under the same pseudonymisation conditions as those defined by the aforementioned security standard applicable to the SNDS. For example, this unique number could be generated by a cryptographic hash function able to withstand brute force attacks or a cryptographically secure pseudorandom number generator.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Data transmission

	All data transmissions from or to the controlled environment or secure processing environments must be encrypted in accordance with appendix B1 of the General Security Framework (RGS) in order to guarantee confidentiality. 
These encryption measures apply to data in transit and to its storage after reception in the controlled environment or secure processing environments.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Exporting anonymous data beyond workspaces 

	Only anonymous data sets are exported outside the controlled environment or a secure processing environment. The anonymisation process produces a data set that complies with the three criteria set out in G29 opinion 05/2014 or any subsequent EDPS opinion on anonymisation. This compliance is documented. Otherwise, if the three criteria cannot be met, a study of the risks of re-identification is carried out and documented prior to each export.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Data exports are subject to prior validation by a manager in order to endorse the principle, particularly with regard to the SEC-EXP-1 requirement.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Exports are monitored automatically or manually by a specialist operator to ensure that they are anonymous. If this monitoring is automatic, any export identified as non-compliant is subject to an alert and quarantined in a dedicated partitioned area, before being checked manually by a specifically trained and authorised manager.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	N/a ☐
	No ☐
	

	User awareness and workstation security

	All individuals authorised to access the controlled environment are trained to respect professional secrecy and regularly informed of the risks and obligations related to processing health data.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	All individuals authorised to access the controlled environment must sign a privacy policy. This policy sets out the obligations with regard to both the protection of personal health data and the security measures implemented in the controlled environment, as well as the penalties for non-compliance with these obligations.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	The workstations of individuals authorised to access the controlled environment, including external users accessing secure processing environments only, are subject to specific security measures, for example by setting up personal accounts, appropriate authentication, automatic session locking, hard disk encryption and filtering measures. If the workstations are not under the control of the data controller, the security measures to be implemented at the workstations are governed by an agreement between the parties concerned.
	Yes ☐

Compliance to be documented in the data controller’s DPIA and the subcontracting agreement between the data controller and the subcontractor

	
	No ☐
	

	 Logging

	The actions of users in secure processing environments and those of users in the controlled environment are subject to logging measures, in accordance with the requirements of level 3 of the PGSSI-S accountability guidelines. In particular, connections (login details, date and time), requests and operations carried out are logged.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Traces are monitored regularly, at least once a month, and at the end of each authorisation period linked to a study. This control is carried out by:
- an automatic monitoring solution with alerts dealt with manually by an authorised operator;
- or a semi-automatic control by running programmes to select abnormal traces, followed by a manual verification by an authorised operator
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	The logging traces defined in the SEC-JOU-1 requirements are kept for a period of six months to one year from the time they are collected, unless an exception is justified by the extent of the risk to individuals in the event of misapplication of the processing purposes and the frequency of such practices. In case of the latter, the maximum storage duration for logging traces can be extended to three years.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Management of security incidents and personal data breaches

	The parties concerned by the agreement shall establish a procedure for managing and handling security incidents and personal data breaches, specifying the roles and responsibilities and the actions to be taken in the event of such incidents.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Any security incident, whether malicious or not and whether intentional or not, which has the effect, even temporarily, of compromising the integrity, confidentiality or availability of personal data, is documented internally in a register of breaches.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	Any data breach is notified to the CNIL under the conditions set out in Article 33 of the GDPR.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	In the event that the breach is likely to result in a high risk to the rights and freedoms of an individual, the data controller shall inform the data subjects of the data breach as soon as possible, in accordance with Article 34 of the GDPR.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	In accordance with Articles 5.1.f and 32 of the GDPR, the security measures are updated with regard to the regular reassessment of risks and to ensure ‘state of the art’ measures.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	4. Subcontractors

	In accordance with the Decree of 17 July 2017 and Article 28 of the GDPR, the respective commitments of the data controller and the study office or contract research organization are set out in an agreement, the content of which is defined by these texts. 
	Yes ☐

Compliance to be documented in the subcontracting agreement between the data controller and the subcontractor

	
	No ☐
	

	In addition, subcontractors: 

· if necessary, appoint a data protection officer in accordance with Article 37 of the GDPR; 
· keep a register of the categories of processing carried out on behalf of the data controller, in accordance with Article 30 of the GDPR.
	Yes ☐

Compliance to be documented in the subcontracting agreement between the data controller and the subcontractor

	
	No ☐
	

	The data controller(s) undertake(s) to: 
· have no connections with the study office or contract research organization and the purpose of the processing operation that might constitute a conflict of interest; 
· not seek access to personal data made available to the study office or contract research organization; 
· not use the results provided for any of the prohibited purposes.
	Yes ☐

Compliance to be documented in the subcontracting agreement between the data controller and the subcontractor

	
	No ☐
	

	5. Hosting of SNDS data and absence of data transfers outside the European Union

	The data controller for the study shall ensure: 

· that data from the SNDS main database is hosted exclusively in member countries of the European Economic Area, with no possibility of data being transferred outside the European Union 
· the absence of remote access to data from outside the European Union.  
	Yes ☐

Compliance to be documented in point 4.1 Respect for the rights of the individuals concerned by the protocol and the data controller’s DPIA


	
	No ☐
	

	Organisations and, where applicable, their subcontractors, accessing SNDS data in the context of hosting operations for the controlled environment technical infrastructure, as well as the administration and operation associated with this storage, are subject exclusively to the laws of the European Union.
	Yes ☐

Compliance to be documented in point 4.1 Respect for the rights of the individuals concerned by the protocol and the data controller’s DPIA

	
	No ☐
	

	6. [bookmark: _heading=h.2msg0j2cjyu0]Implementation of the principle of responsibility

	6.1. Data protection impact assessment

	The data controller shall carry out a data protection impact assessment in accordance with the provisions of Article 35 of the GDPR, covering in particular the risks to the rights and freedoms of data subjects.

One single analysis may cover a set of similar processing operations presenting similar risks.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	This impact assessment will be reviewed and updated regularly, particularly if significant changes are planned to the processing carried out under this methodology, or if the risks to data subjects have changed.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	6.2. Formalities

	Each data controller appoints a data protection officer in accordance with Article 37 of the GDPR. The data protection officer's main role is to check the compliance of the processing carried out in accordance with this methodology.
	Yes ☐

Compliance to be documented in the data controller's DPIA
	
	No ☐
	

	The data controller shall submit a single declaration of compliance with this methodology to the CNIL for all the processing operations implemented, provided that they are and will be carried out in compliance with all the provisions of the methodology.
	Yes ☐

Compliance to be documented by the receipt received following the data controller's commitment to compliance
	
	No ☐
	

	In the case of shared responsibility, each data controller makes a declaration of compliance with the reference methodology on their own behalf.
	Yes ☐

Compliance to be documented by the receipt received following the data controller's commitment to compliance
	N/a ☐
	No ☐
	

	[bookmark: _heading=h.lxiwzn2v2ztw]The data controller shall keep an up-to-date list of the processing operations carried out under this methodology in the register of processing operations. They regularly check the compliance of processing operations underway with the requirements of the reference methodology and shall document this analysis.
	Yes ☐

Compliance to be documented in the data controller’s register of processing operations


	
	No ☐
	

	6.3. Principle of transparency

	The data controller undertakes to record each study carried out using this methodology in the public directory held by the HDH.
	Yes ☐

Compliance to be documented by the project file in the HDH public directory 

	
	No ☐
	

	This record is made before the start of each study by the data controller or the person acting on their behalf. Simultaneously, a file containing the following is sent to the HDH:

· the protocol, including justification of the public interest, as well as a summary, according to the template made available by the HDH. In the event of a favourable opinion with recommendations from the CESREES, the protocol and the summary, which clearly take account of the recommendations, must be recorded; 
· the declaration of interests, relevant to the purpose of the study, of the data controller and, where applicable, the subcontractor.

	Yes ☐

Compliance to be documented in the protocol, summary and declaration of interests 
	
	No ☐
	

	At the end of the study, the method and results obtained will be communicated to the HDH with a view to publication, in compliance with trade secrecy and intellectual property rights.
	Yes ☐

Compliance to be documented by the project file in the HDH public directory 

	
	No ☐
	

	The data controller undertakes to ensure that the recording of the processing and transmission of the results are carried out in accordance with the procedures defined by the HDH.
	Yes ☐

Compliance to be documented by the project file in the HDH public directory 

	
	No ☐
	

	[bookmark: _heading=h.jq3a37u7cba7]6.4. Review

	The data controller, where applicable after consulting the subcontractor(s), undertakes to send the CNIL a review summarising their use of the reference methodology, using the template provided by the HDH, every three years. 
	Yes ☐

Compliance to be documented in the summary review 

	
	No ☐
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